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1. Open Bitvise (you should see this window)

({1 Bitvise S5H Client 8.34 - O >

Closing and minimization

Default profile

( ) Login - Options Terminal RDP SFTP  Services C25 S S5H Notes  About
Server Authentication
L Host | Username
i Fart I:I [C]Enable obfuscation Initial method | none “
Save profile as Elevation Default ~
Kerberos
SPN
New profile |
[l Gss/Kerberas key exchange
& Request delegation

ssapi-keyex authentication
Reset profile gesApIEy

Proxy settings Host key manager Client key manager Help
fingerprint: mM5kQM30pelXnghuQREsd5pISEsFHpefaBRWCWsSuhS, ~

i 17:35:14.935 First key exchange completed using Curve25519@libssh. Session encryption and
integrity: aes256-gom, compression: none.

i 17:35:14.935 Attempting none authentication.

i17:35:14.935 Remaining authentication methods: 'publickey, password',

i )17:35:26.530 Attempting password authentication.

i)17:35:26.538 Authentication completed.

i /17:35:26.744 Terminal channel opened.

i 17:35:26.744 SFTP channel opened.

18:12:29.274 Changes made on the Login tab will have no effect over the established
connection, even in case of auto reconnection.

i 18:16:34.891 SFTP channel dosed by user.
i 18:16:37.894 Session disconnected on user's request,
i )18:156:37.900 The 55H session has been terminated. W
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2. Enter the following host number, port number, and your username
(access ID)
3. Then click on log in

() Bitvise S5H Client 8,34 - O x

) Closing and minimization
Default profile

( ) Login Options Terminal RDP SFTP  Services C25 52C S5H Motes  About
Server Authentication
foad mois Host [ 141.217.97.220 Username eed64d
f Port [Enable obfuscation Initial method | none i
Save profile as Elevation Default ~
Kerberos
SPN
Mew profile |
[ 55 /Kerberos key exchange
& Request delegation
ssapi-keyex authentication
Reset profile gssEprESy

Proxy settings Host key manager Client key manager Help

i/15:40:46.199 Current date: 2019-07-24
i15:40:46.199 Bitvise 55H Client 8,34, a fully featured S5H dient for Windows,

i ) 15:40:46.199 E::J.tyu:'lug\'hwtt(:l:titéznfc;nzﬂosogr ?ayh:si::'s:olr_liﬁ:nai\fodnl about our S5H software. P | e a S e n Ote t h at t h e h OSt n u m b e r a n d p O rt
i)15:40:46. un 'BvSsh -help' to learn about supported command-ine parameters. 1

i Eziizz Eryp:::gsraphic pproh\f')ider: \".n’indol:'s Cpr\le ;586) with additionps - n u m b e r h a S to m a tC h W h at IS h e re ° Th e O n |y
Disi0:46.652 Yerson status et difference is your access ID.

i)15:40:46.698 Loading default profile.

Legin Exit
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4. Click on “Accept and Save”

& Bitvise S5H Client 8.34 — |

) Closing and minimization
Default profile

( ) login  Options Terminal RDP SFTP  Services €25 52C 55H Motes  About
Server Authentication
S Host | 141.217.97.220 Username ee4698
1 —

S
f Host Key Verification »

Save profile as ~
: New host key -

Either the connection to this host is being established for the first time
or the host key has been removed from, or never saved to the database.

New profile
Please contact the server's administrator and verify the received key.
~ Accepting the host key without verification is not recommended.
T
Connecting to 141.217.97.220:22

Reset profile
Host key algorithm: RSA, size: 2048 bits,

MD5 Fingerprint: Help
595 7di0fie 166 e 24 2e: 12:93: 30:9d:be: 53: 3¢
are, ~

Bubble-Babble:
xefon-tupyn-+ufog-vybit-nehup-vamid-tabad-ruked-alac-zytol-dyxax ters.

SHA-256 Fingerprint:
mM5kQM30pellXnghuQREsd5pISBsFHpe fAaBRWCWsSuha

Accept and Save Accept for This Session

i 15:43:52,337 Connection established.
§15:43:52,344 Server version: S5H-2.0-OpenS5H_7. 2p2 Ubuntu-4ubuntu2. &
i

15:43:52.344 First key exchange started. Cryptographic provider: Windows CNG (x8&) with
additions

i 15:43:52,34% Received host key from the server. Algorithm: RSA, size: 2043 bits, SHA-256
fingerprint: mM5kQM30pelXnghuQREsd5plSEsFHpefaBRWCWsSUhS. W

Abort Exit
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5. Next, enter the Apache password
that was sent to you in a previous email

6. Then click “OK”

@

. Closing and minimization
Default profile

c ) Login - Options Terminal ~RDP SFTP  Services C25 S52C S5H Motes  About

Server Authentication

Host | 141.217.87.220 Username
i Paort [JEenable obfuscation Initial method | none ~

Load profile

Save profile as Elevation Default ~
Kerberos
User Authentication *
SPN
Mew profile
|:| G554 Connecting to: 141.217.97.220:22
R
" =q3 Username | eed048 |
553
Reset profile g
Method password ~
Proxy 54 password | ssssssssnssane | Nager Help
; 15;43; 53] [Jchange password ~
Cancel
§)15:43:52; - =2, — untu2, 8
i15:43:52.344 First key exchange started. Cryptographic provider: Windows CNG (x86) with

additions

15:43:52.349 Received host key from the server. Algorithm: RSA, size: 2043 bits, SHA-256
fingerprint: mN5kQM30pelXnghuQREsd 5pISBsFHpefaBRWICWsSuhS.

15:44:55.820 Host key has been saved to the global database. Algorithm: RSA, size: 2048 bits,
SHA-256 fingerprint: mN5kQM30pelUXnghuQREsd5pISBsFHpefSBRWCWsSuha.

15:44:55.826 First key exchange completed using Curve25519@libssh, Session encryption and
integrity: aes256-gcm, compression: none.

15:44:55.826 Attempting none authentication.
15:44:55.826 Remaining authentication methods: ‘publickey, password'. W

Abort Exit

WAYNE STATE

School of Information Sciences




7. Finally, you should see something like this.

156 2019 from 141.217.97.92

Last login: Wed Jul 24 15
$

== eedf48@141.217.97.220:22 - Bitvise SFTP

Remote files

Window Local Remote Upload queue Download queue Log
4 Upload queue Download queue i=|Log
Local files Fitter:
Chllsers'eedb48'\Dasktop
MName . Size  Type Date Modifie
Bitvise Tutorial 0 File folder T/24/2019 3+
7| desktop.ini 282 Corfiguratio... 7/12/2013 3
< >
Binary = U5 Ask if file exists -

Mame

cache

html
bash_logout
bashrc
profile

/home/eed4643

Binary -

Type

File folder

File folder
BASH_LOG...
BASHRC File
PROFILE File 7/

") Ask if file exists -
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